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Privacy by Design Resolution

32nd International Confi e of Data Prot
and Privacy Commissioners

27-29 Oclober 2010, Jerusalem, Isracl

Proposer

Dr. Ana Cavoukian

Information and Privacy Commissioner of Ontario, Canada
Co-sponsors:

Jennifer Stoddart

Privacy Commissioner of Canada

Dr. Alexander Dis
Commissioner for Daa Protection & Freedom of Information, Berhn, Germany

Tgor Némec

President, Offie fox Personl Mata Pratecion, Caech Republic
Dr. Viljar Pesp

Ditectur General, Estonian Data Frotection Inspectorate

Marie Shroff
Privacy Commissioner, New Zealand

Knowing that with technological advances come new challenges to privacy and to the abiliy of individuals
1o exercse their information rights effectively;

Accepting that existing regulation and palicy alone are not sufficient fully to safeguard privacy;
Understanding that a more rubust approach s required t addres the ever-growing and systemic effects of
Information and Communicaion Technologies (ICT), and of large-scale networked infrastructure;
Recognizing that embedding privacy as the default into the design, operation and management of ICT and
systems, actoss the entire information life cycle, is necessary to fully protect privacy;

off b hol

end-t0-end, includ;

infrastructurc;

The 320d | Confercace of Data Protection and Privacy Commissioners gathered at Jerusalem
therefore resolves to:

1. Recogaize Prusey by Desigan 25 an essential component of fimdament! privacy protecsions

2. Encourage the adoption of the Foundationl Princples of Frivucy by Design, such as those set ont
below as guidance to establishing privacy as an organization's defoult mode of operation;

3. Invite Data Protection and Irivacy Commisssoncr Authorites ro:

& promote Privacy by Design, 5 widely as pussiblc through disribarion of materials, education
and persomal advocacy;

foster the incorporation of the Frivucy by Design Foundational Principlesin the formulation
of privacy policy and legislanon within their respectiv jurisdictions;

proactively cnconrage rescarch on Priswcy by Design;
consider adding Privacy by Design to the agends of events aking place on International Data
Pravacy Day (January 28);

f o el Tiaee P drri

nference,
whers appeopeiat, on Priewey by Design ativitcs and iitaives ndettiken within thes
jurisdictrons with a view to sharing best practices.

Privacy by Design:
The Foundational Principles

« Proactive not Reactive; Preventaiive not Ramediol
+ Privacy as the Default

+ Privacy Embedded into Design

* Fall Functionaliry: Positive-Sum, not Zero-Sum

+ Endvto-End Security — Lifecycle Protestion

+ Vasibihty and Transparency

+ Respect for User Privacy

Explanatory Note

The righ ™ abonr oncself is an essential foundation
upon which free societies are‘mh T:chnnl-pu] advances have bronght e challenges to this rght and
mdmdmly':hnbn fectively

privacy directly into system design and processes can suffice.
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Privacy by Design reers to the pilosophy 0 the design, operation and
‘management of mfoemation techaologies an systems,acrossthe entre informarion e ycle

The Pranciples of Privucy by Desig set out how to proactively make privacy the default mode
of operation across an organization, while manaining full functionality — a positive-sum, not sero-sum,
approach to ptivacy protection.
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